Vestavia Hills Library in the Forest
Wireless Internet Access Policy

Wireless/Wi-Fi Access and Use
Free, filtered wireless internet access is available at the Library. Patrons may use their personal
laptops or other wireless devices to access the wireless network during normal library business

hours.

1.

Library staff will provide general information on the settings necessary to access the
Internet via these connections, but are not responsible for any changes you make to
your computer’s settings and cannot guarantee your hardware will work with our
wireless connection.

The Library’s wireless network is a filtered network in compliance with the Children’s
Internet Protection Act (CIPA). This filter applies to library-owned as well as patron-
owned wireless devices.

The Library wireless network is accessible throughout the building. However, patrons
may encounter ‘dead’ spots where wireless reception is limited.

If a user has problems accessing the Internet over these connections, staff will verify
the Library’s connections are up and running, but they cannot assist in making
changes to the user’s network settings or perform any troubleshooting on the user’s
own computer. Please refer to your owner’s manual or other support services offered
by your device manufacturer.

As with most public wireless “hot spots,” the Library’s wireless connection is not
secure. There can be unscrupulous parties between you and anyone you
communicate with, and any information being sent or received could potentially be
intercepted by another wireless user. Cautious and informed wireless users should
choose not to transmit their credit card information, passwords and any other
sensitive personal information while using any wireless “hot spot.” Please take
appropriate precautions when using this service.

The Library will not be responsible for any information (i.e. credit card) that is
compromised, or for any damage caused to your hardware or software due to
electric surges, security issues or consequences caused by viruses or hacking. All
wireless access users should have up-to-date virus protection on their laptop
computers or wireless devices.

The Library provides access only to web-based email. For Outlook or other email
services, you must connect with your own Internet provider.

Printers are not available via the wireless connection at this time. If you need to print,
please save your work to a flash drive or email files to yourself. You can then login to
a wired library workstation and send jobs to the public printer.

Use of these access points is governed by our Computer Use/Internet Policy. All

users are expected to use the Library’s wireless access in a legal and responsible
manner, consistent with the educational and informational purposes for which it is
provided. Users may not violate federal, state or local laws, including the



transmission or receiving of child pornography or harmful material, fraud, or
downloading copyrighted material.

10. The library’s wireless network is an open network without encryption. Users should
exercise caution when transmitting sensitive information.

Failure to comply with these policies and procedures may result in the forfeiture of the user’s
right to access Library computers or ultimately access to the Library for a specified amount
of time. The first offense will result in an official warning. The second offense will result in
complete loss of computer privileges at the Library for six months. Any further offenses will
result in an immediate one-year loss of computer privileges. Patrons may appeal penalties
to the Library Board whose decision is final. lllegal acts involving Library resources are
subject to prosecution by local, state, or federal officials. The Library reserves the right to
terminate a computer session at any time.
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